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Balanced [TSM Approach
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PEOPLE

= Communicate the “why

= Assign ownersh p

* Ensure people are
trained onthe
process and
technelogy

PROCESS

* Documert. how
you will wark.

¢ (Who will do what

and when, otc)

TECHNOLOGY

= Automate your
Processes

= Do this piece |ast
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Top 10 risks in terms of

Likelihood

Impact

Top 10 risks in terms of

Extreme weather

dil

Climate
Matural disasters

Biodiversity loss

o000 O

ion failure

Human-made environmental di

0 Climate action fai
Weapons

Biodiversi

Extreme weather

Water crises

Data fraud or theft

of mass

e Categories

destruction
Economic

4

Environmental

Information infrastructure breakdown

Geopolitical

Matural disasters

Global governance

Asset bubbles

L -4 L

Source: !
Perceptlon Surv

Vorld Economic Forum Global Risks
9-2020.

Cyberattacks

Societal

O OO0 S OO

Note: Survey respondents

1105, 1 representing a risk that Is very unilkely to happen and 5 a risk that Is ve
also assessed the Impact of each global risk on a scale of 1 10 5, 1

catastrophic Imp
the full name and d

fulalyl

esC

Source: World Economic Forum, The Global Risks Report 2020, 15 January 2020

Human-made environmental di

Infectious diseases

Technologica

were

asked 10 assess the likellhood ¢

y likely to occur. T
representing a minimal Impac

ct. To ensure leglbliity, the names of the global risks are abbrevlated; see Appendix A for
riptio
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Global Risks Landscape 2021 e{%m

Top Global Risks by Likelihood

Tat 2nd Srd dth 5th
Extreme Climate action Biodiversity loss.
weather failure C art:

Bih #h 10tk

irity faiure

Weaapons of
mass destruction

Livelihood crises Extrema weather

Bl Economic Ml Enwvironmental Bl Geopelitical [l Sccietal [l Technological

Sourca: World Economic Forum Global Fisks Repart 2021 21

The Cybersecurity Workforce Gap by Region

Global
~4.07M £

14%
North America

15%

Latin America

64% 7%
APAC Europe

Source: Strategies for Building and Growing Strong Cybersecurity Teams, (ISC)* CYBERSECURITY WORKFORCE STUDY, 2019 22
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The State of Cybersecurity in ASEAN, 2020
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The State of Cybersecurity in ASEAN, 2020

Employees’ lack of awareness
of cybersecurity

Risks from third-party providers
and suppliers

Lack of management
understanding on the
importance of cybersecurity

I

43%

32%

AUTINNYEEANDIAN TN UADUNTY

Source: Palo Alto Networks, The State of Cybersecurity in ASEAN, 2020
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The State of Cybersecurity in ASEAN, 2020

Legacy infrastructure

Borderless transactions
through e-commaerce

Internal threats

Legacy cybersecurity
infrastructure/products

Wireless and digital payments

Rapidly changing data protection
laws in the region

Cloud access using computation
infrastructure

Cybersecurity issues of regional concern

Source: Palo Alto Networks, The State of Cybersecurity in ASEAN, 2020

54%

52%

Loss of external data the company
holds (e.g., customer details)

Loss of internal data (including
intellectual property)

Damage fo reputation with
customers

Downtime until a breach is fixed

Biggest concerns beyond monetary damages
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The State of Cybersecurity in ASEAN, 2020

ASEAN

Indonesia

Philippines

Singapore

Thailand

M Increased M Decreased M Remained the same

Cybersecurity budget trends across the region

Source: Palo Alto Networks, The State of Cybersecurity in ASEAN, 2020

Growing volume of cyberthreats 6B%
Increasing sophistication

of cyberthreats 66%
Meed to upgrade existing security

framework to automated 64%

technologies

Result of risk
management assessment

Competitor was breached

Experienced a cyber breach
in 2019

50%

3%

Top reasons for cybersecurity budget growth

across ASEAN
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UK Cyber Security Strategy

DEFEND is about ensuring that the UK can be

DEFEND DETER DEVELOP defended against cyber threats as they evolve.

DETER aims to make the UK a hard target for

attackers.

ﬁ DEVELOP is the Government expanding the skills
base in a growing UK cyber security industry,
supporting scientific research and using the National
Cyber Security Centre as a centre of excellence that

can both support industry in security product
selection and advise on current threats and cyber

f |NTERNAT|ONIAL security good practice.
V V ACTION These three objectives are underpinned by
INTERNATIONAL ACTION which would see expanded
— N~ relationships with existing international partners and

engagement with new partners to improve collective
security and to protect UK interests overseas.
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https://www.ascentor.co.uk/2017/01/theres-sheriff-town-uk-cyber-security-strategy-2016

Singapore's National Cyber Security Strategy

4 Pillars of the Strategy

Building a Creating
Resilient i a Safer
Infrastructure Cyberspace
Developing (9) Strengthening
a Vibrant " N/ % International

Cybersecurity Partnerships
Ecosystem :

34
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IdeiiAlYDIDDAATAILAZNITANUUNITVDITTUIA §INT LASYNYY

Vision

A more secure online world for Australians, their businesses and the
essential services upon which we all depend.

N13ANTUNIVR93FUNA (Actions by governments) || n1saliun1slaegsia (Actions by nsanliunslaeyuyu (Actions by the
Uszihudfny: businesses) community)
v & o o a o @ 2 o w % o w
¢ Undedlassaieiugiundidy usn1sndndu uas Usziaudnngy: Usenusnmy:
o A o ) v & 4 Y ¢ v 1% a Y
AFITIU * UYFuussanuiuasuaenfeus * Wilwazyszynalduuimatazdoyaieiv
" vy 3 = 2 a . . o  w P o % '3 .
* sedivenvnssumslyuassiuiiaiuiia (dark (baseline security) dm3ulaseade Anuiunsasnseletues (suidance and
web) ﬁugmﬁﬁﬁﬁiy information on cyber security)
¢ Unlasdayauazinlonevesizuinoeansidy * gnszAuAuunaendelauaies * vihimsindulatosdsyyaaia
* wisludeyaduanau (Share threat information) SME * enueyInIIInluues
* suaseeusiionuenuiuacasndtlowes || © danmdndueivazuinisiiiuaslaonds | | © Whisenutiemdesasnisaduayuilosniy
(Strengthen cyber security partnerships) . Lﬁuuﬂmﬂiﬁﬁﬁﬂw
e atvayugsnalndulumuninsgiunuduag * vhmudupswiioudonianssuiiiu
Jaondeluiues (Support business to meet cyber dunelusziunmngau
security standards)
* luAuEnIalunsSnwANTuAsUaensiy
93 (Enhance cyber security capabilities) 35

Guide to Developing a National Cybersecurity Strategy by ITU

Focus area 4 - Critical infrastructure

services and essential services

Focus area 5 - Capability and capacity

Focus area 3 - Preparedness and resilience * Establish a risk-management approach to
¢ Establish cyber-incident response capabilities protecting critical infrastructures and building and awareness raiSing
® Establish contingency plans for cybersecurity crisis services * Develop cybersecurity curricula
* Adopt del with cl
management Opt & governance modet with clear * Stimulate skills development and workforce training

. . : responsibilities

¢ Promote information-sharing P * Implement a coordinated cybersecurity awareness-raising programme
. X - . .

¢ Conduct cybersecurity exercises Define minimum cybersecurity baselines ® Foster cybersecurity innovation and R&D

® Utilise a wide range of market levers

. . . .+ Establish public private partnershi Focus area 6 - Legislation and regulation
Focus area 2 - Risk management in national cybersecurity stablish public private partnerships E e

i : * Promote capacity-building for
* Define a risk management approach *® Establish cybercrime pacity S

legislation

X . law enforcement
* Identify a common methodology for managing o Establish cational
i o Recoenise and safecuard stablish inter-organisationa
cybersecurity risk S S
. . rocesses
* Develop sectoral cybersecurity risk profiles individual rights and P

. . * Support international
® Establish cybersecurity policies liberties PP

* Create compliance cooperation to combat

Focus area 1 - Governance mechanisms cybercrime

Focus area 7 - International cooperation
® Recognise the importance of cybersecurity as a

® Ensure the highest level of support

Establish a competent cybersecurity
authority

® Ensure intra-government cooperation

priority of foreign policy
¢ Engage in international discussions
. : s
* Ensure inter-sectoral cooperation Promote formal and informal cooperation in
cyberspace

Allocate dedicated budget and resources
® Align domestic and international cybersecurity

efforts

* Develop an implementation plan




yauiunidfity (Focus Area) Misgylu ITU 11951 42 Tu w.au lowues
1) MsMfiuguavadn1Asy (Governance) 1) MsysanmInisdanistunisinwanuduasaendelauesvesUseine

MR AR iR G R O R R Al At PR G Rl S B ek AT 2) N5as1esnnsnswaznablnilenmunfnenwlunistesiu suile wavananudesannde
(Risk management in national cybersecurity) Qﬂmwmvl,‘mua%
3) msawnsnistunmsunledasiaieiiugruddgmeasaunavesUsene

A

AR R R R F G B D S R TR R (TR e [ el B 2) n15assumsnshaznalniewaunfnen mlunistesiu Sulle Lazanmaudssainie

U

ol s
resilience) Anaumslaiues

o

4) vsnislassadneinuguiidiAguazuinisiidifsy (Critical 3) msadranasnislunisundesdasasiiugiudfymeansaunavasUsine

)

Infrastructure services and essential services)

5) ASLEBNAS19ANNAINNTAUATANIAINLAZATEHI19A2 AN 5) nM3idsuazinminaluladuaresdanuiiifeafiunisinmeanuiuasaendelewes
(Capability and capacity building and awareness raising) 6) NMsfANYAIINTUATHLTEITRAUNTSnmANNTuAsaenduleuaiianaSTuay
LNYY

7) msaduenuasentinuazanuisunsSnnanuiuaaensieleiues
6) nvaneuagsziisunginmal (Legislation and regulation) 8) mavmusmilsunaznguneiiiensinwanuduasaendelewes

7) ANNIIUNANBTENINeUTENA (International cooperation) 4) N35UsEaUANTINLTDIENINNASY BNTY wazUszaIuANTNiloTEnINNUsEme Lite

MsShwanusiunsUasaselaiues

(uenanil MadszauuIEtinnIasguazienvudnszaglunuwuUiuRns

(Initiatives) AidAgylunudu ) -

Good Practice Guide

Designing and Implementing National Cyber Security Strategies

by ENISA ooz
1. Develop national cyber contingency plans 9. Address cyber crime
2. Protect critical information infrastructure 10. Engage in international cooperation
3. Organize cyber security exercises 11. Establish a public-private partnership
4. Establish baseline security measures 12. Balance security with privacy and data protection
5. Establish incident reporting mechanisms 13. Institutionalize cooperation between public
6. Raise user awareness agencies
7. Strengthen training and educational programs 14. Foster R&D in cyber security
8. Establish an incident response capability 15. Provide incentives for the private sector to invest

in security measures

38




Key Recent Recommendations

® Focus on essential services not

OECDpublishing infrastructure - reflect in how to identiy
critical services and asset

POLICIES FOR ® Not just availability, explicitly mention

THE PROTECTION integrity and confidentiality

OF CRITICAL ® Cooperation across operators, sectors,

INFORMATION and borders

INFRASTRUCTURE

® Promoting C-level commitment
TEN YEARS LATER

® Promote exercises and drills

OECD DIGITAL ECONOMY
PAPERS

February 2019 Ne. 275

® Encourage sharing of risk-related
information

¢ Should focus more on SMEs

® Work with vendor PPP- set product

standards

39

Source of Authority

1
Business Needs

Governance
Regulatory Stakeholder
Obligations fhe Governing Expexctations Evaluate
Body
Business Business
Pressures Evaluate Needs Management Feedback
2\ ; .
Direct Monitor Management
w
8
o2 o Monitor
58 3 (MEA)
o 8 ™
== 7]
£& 2
el o
2
=

Performance &
Conformance

1
N

[

vernan
Managers Governance | [

SR Management objectives
objectives

Management systems for the
use of IT APO BAI DSS MEA

Align, Plan and Build, Acquire and Deliver, Service and Monitor, Evaluate
Organize Implement Support and Assess

Figure 1 — Model for Governance of IT
ISO/IEC 38500:2015 COBIT 2019 and COBIT 5 five governance and management objectives,

Information technology — Governance of IT for the organization ISACA 40




Jdaal
')

uansidnfuasUswmdlnedinuiiuasUasanaluuas

LNBRIAIITUN AT EFNANATEIAL

n

a4

! 5

=
".'l]:

%




Uszihugnseanans w1991 42 Tu w.au lewes

1. 8519ANEANVBIMUIBNUTEAUATIAMNNULAZINATIIY 1) maysanminsdanslunissnwmenuiuasdaensileivesvesusema

2) msadransnisuagnalniitewaundnenmlumstosty fulle uazanmmudesands
Anaundlaues

3) msaianasnslunsndeslassadeiuguddgmeasaunaesszmea

8) maannszfuuazngmneiensinvasiunsUaeasdsloiues

PR AR LaCT it STCP CEREL GRS GUE AL CYVAREACEUTT) Ll 2) nnsasaannsnisuaznalnitestanndneninlunistlestu Sufle uasananudesaindy
anusiuasasnieluivesuasiufuganimundld AnAmMslgues

3) msadananslumsndesdassadsiuguddgmeasaunavesseme

8) matannszilsunazngrneiionisinwianusiuasasndloiues

RV TR L OO BT DT LI DA AL ETFEN U CIEE B 2) nnsasasnmsnisuaznalnilemundneniwlunisesiu suie uazananuidssainde
uaziuuganmunald AnAuvnslgues

3) meadrsnesnslumstntadasseadsiugud dymensaumavosUspne

4) NM3UsEAUANNTINIRTENINNNNAST 1BNTU warUsraumuTINilasEnIeUseme
wWemsinwanusiunsUaensilsives

8) mawanszleuuazngrineiiensinmanusiunsasnsisleues

AL Y P E e S e P REIE BRI CRTGE LRI 5) 53 dauaeimunimelulafuazesdenudiiisdumsinmenusiunsaendtloues
v o

Uszna (AU 239AA2145 uazmalulad) 6) MINaYAaINILarEIBImgAuMsinwAnuiuaaensieleuesianaSuazenau

U

7) MIasuanunszntnuaranuisunsinmanuiuasaensdieloues .

National Cybersecurity Policy and Strategy Landscape _

a

vsnsidfgvasUszmalneianudiuasUasnadgluues uasuAuganiwunala

FNDAINIUAINIATYINILAZHIAN

Usziauensenand 1 Usziauensenans 2 Uszauensanans 3 Uszihuensenans 4

v, a ) y & TP S - -
A3 19FNININVDINUREIUTZAVTR §9UINNINIATY I.Lazigzaaswrugw U“5N1215ﬂ?ﬂuiﬁuuﬂlW9lﬂiﬂﬂ ) m'llwm'mummsn'iumssnm
TfinmAMULazaINATEIY ﬂ"ﬁ“.!m"ﬂ'ﬁﬂw""jﬁ‘]’““m"“““ﬁ" auwerlunsiuilemiluiues anutiunsaandelaiuasvesyszing
[ ~ o A ) av v z -
Uaansigleuasuaziuduganwunild wasiiuAudanmunald (o 2edan wazmalulad)

L1ndaanuamnsalunissuiiouas

] il o o 2.1 MUUANATNTINY 3.1 dudSunazatuayuausuile 4.1 Wnupansfidauaansadiy
ABUAUBIABMANTAlNNEINUAMULTUAY o T , o f o o p
. . anuduAsUanngaum Cll IEWINNIATIHATLINYY anuduasUasadeluues
Uaandeluiuas b

q o . 0 £l \ 4.2 @519AMUATTULNLAZTINYZAIY
2.2 iuualassasnesnisifiuguauas 3.2 Uszauanusiufieszudnsuszng

. 4w oo anusiunsUasnfeluuasidnunaliio
nseunguunedmsy Cli wasufiadbgnany

1.2 duesBuuazaduayunisudady

Jayaduanana Insuazgsia

1R A < . 4.3 dEsNLATAUUAUUNNSTIDUAL
1.3 duasuuazatuayuaauiuag 23 Unflasszuuvasiuna {

o I3 I3 o ¥ a
‘Uﬁaﬂﬂﬂl‘dlﬂaZ‘lli]\ii]\iﬂﬂimvmiﬂ'ﬁ (il'agauazm"smi'm) ? !
fidAey Uaandglaues

Anunazuinnssuluniaadnuiuag

12 Key Initiatives 9 Key Initiatives 7 Key Initiatives 9 Key Initiatives
\ a4




Strategic Theme 1

Key Objectives

1.1
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12 Initiatives
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Strategic Theme 2

Key Objectives

a¥19unisnialy uwazlassadrsnugiudrdynisansaumnaliianusivasUaandiy

lowasuasuduganmunila
9 Initiatives

1) WauwianUFoR (Code of practices) Mdusnasgiunaztunaunisnsasouuasinaunisufifnu
(Compliance)

2) fiaLﬂ%uu,azaﬁuaqwé'nmiaanLLUUizuuaEJ’NﬁumUaaﬂﬁa (Security By Design)

3) dusBunazatuayunisairesaunszvinflagawisiidmuadmang Il (@usnsgegn wazniinaw)

2.2
inualassadansifiugua
uagnsaunguuEEmTu Cli

1) ngsuifsunazdeveduiiatuayuinliiinanusiunasasndelewe s

2) Wansaunisvinnuiigndasnanguanedmiu Cil (wwavnauazn1saruauitiugua)

3) WannalnTumsysannismgnsalannudsmidlawes aauznisadunisvesgdniiunis Ci uas
nguane/wualuszudnassmaiausulsuluvdoiananisngraneisfusgiaviuriag

2.3
Unlasszuuvasiuna

(YoyauaziAsavie)

1) eiaLa%uuazaﬁ'uaqumsﬁﬁLwﬂiuiaﬁuﬂ?’ilﬁﬂiﬁlﬁﬂmwﬁumﬂaamﬁ’ﬂﬁy'uwil,‘%ué’unﬁi%’mu (Security by default)
2) WanuastsduldinnsgumsineanutiuacUaendsduindmiuuinisniadg (gu deruuanasgiuanusiuag
Unendeluwasiiswegludyardulefivesiguia)

3) a¥ansdanisuuvssdsinveaniatieiiduiunislnevitsnuvessy

46




Strategic Theme 3 YsaIn1sANTINiaLNansaaAdunsaslunsiulianieleiuas

wazWuAuganInunila
7 Initiatives

Key Objectives
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UN NORMS OF RESPONSIBLE STATE BEHAVIOUR IN CYBERSPACE

INTERSTATE
COOPERATION
ON SECURITY

RESPECT HUMAN
RIGHTS & PRIVACY

9 ENSURE SUPPLY
CHAIN SECURITY

CONSIDER
ALL RELEVANT
INFORMATION

6 DO NOT DAMAGE
CRITICAL
INFRASTRUCTURE

o~

REPORT ICT
1 0 VULNERABILITIES

PREVENT MISUSE 4 COOPERATE TO
OF ICTs IN YOUR STOP CRIME &
TERRITORY TERRORISM

7 PROTECT 8 RESPOND TO
CRITICAL REQUESTS FOR
INFRASTRUCTURE ASSISTANCE

1 1 DO NO HARM TO
EMERGENCY
RESPONSE TEAMS
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UN framework

INTERNATIONAL LAW
applies to state conduct in cyberspace.

CYBER
CAPACITY BUILDING
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Strategic Theme 4

Key Objectives
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Tasenis AUBIUSURAYBURAN PUINUSURAYOUTDY

1.1-7) m3anaiudeanalusedugliuinisinsauuag anusy. NANT.
1.1-8) duauuazatuayunsyiunindaeinuduaiaendeluvesidniu anuy. ANS. ANGO.
JolauauInITau 9 MENUAIUANYEeTUgUa
1.2-1) a¥enalnnisudadudeyaseninniasuazionyuuasdiuieanudsnin  anus. ANI. Anae.
' L) 9 ' A o o
Tunmsuvstudeyanrudunsuaendeluues MdENIUALANYITEAILAUA
Y. AR,
1.2-2) duBuuazatvayunsuisiudeyaduanauseninedssma anw. AN ANDA.
WiagaupUANFaTLUA
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1.3-1) ggnensatiuayuves anuy. ludvesAnsiliuinisiiddey AN, WUILUAILANUTENINTLAUA
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1.3-2) dnaSuuazaivayulalfliusnsiuanudunsUaondlowues anu. wieuAILANVTaNILRLA Ulale
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Strategic Theme 2 a519U3n1301A55 wazlassadreiugrudrdgnisasaumalitinnuduaslasnde

lewasuasuduganmunila
Key Objectives 9 Initiatives

1) Warwwianujjun (Code of practices) ‘ﬁL‘f]ummgﬁuuaz%"umunﬁm'maauLLazaﬂmumsﬂﬁﬁ'amu
(Compliance)

2) EiaLa‘%mta:aﬁuaquwﬁnmiaanuuuswuatiwﬁ'umﬂaaﬂﬁa (Security By Design)

3) ziﬁl,a‘%uu,axaﬁuauunﬁa%ﬁammmwﬁnifiﬂﬂLawwﬁf‘hwumﬁmmﬂ Cll (ffu3nnsgean wazwiinaw)

= Yy v v oa @ o g v a & o ¢
1) ﬂaizL'UEJ‘ULLa%?JaUQﬂUV]auUﬂHuVmiﬁLﬂﬂﬂ?quuuﬂﬁﬂaaﬂﬂﬁﬂﬂﬂfuai

2.2
ivualassadamsifiugua

2) Warnsaun1siiaungndesmunguedmiu Cll (Wuansuaznisaduaaifiugua)

3) wanalnlumsysanmsmanisalanudsamneleues aaruzgnsantiunsvasganiiunis Cll uas

gnsauUNgUNIEEmTU Cll ; T - Soa
UAENIBUNYVNEEMTY C nguae/uunlinsenineUsemaieUsuusauiluvsaifiananiangvaneiiuifse g aviuviagdi

1) dasSuuazatvayunisiunalulagunldineliifaanuiuasUasadiensudizudunisldeu (Security by default)

ZE 2) Wauazdeaulduinsgiunsinmanuiiuaslasaietuadmniuuinianiady (u defimunninsgiuauiiuag

Undasszuuvasigua Uasadylavasnsuegludunyidulefivasiguia)

¥ =) 1 ¥
(VogyauazinsavuIe) 3) A3NMFTANITUUUDIATINVBUATDUIENANTUNSIAENLIBUVDIST

55
9 Initiatives
1As9N13 igauTuRAYaUNEN M uTuRavauTas
o v e wa . S 7] a

2.1-1) W wanu§u (Code of practices) Midumnnsgiuuazduneunisnyivaeuiazinny  anus. ANT. ANGo.
mMsURURML (Compliance) MEUAIUANYTEATUGUA
2.1-2) daeSuuagaiuaunanniseaniuusyuuegsiuatUaensiy (Security By Design) ANNY. ANS. ANGD.

MBUAIUANYTEATUGUA

1 a o v o o DN

2.1-3) dudSuuaaivayunsasrsnnusseinflasanendmundivane CI Guimsgegn  anaw. AN, AWTE. N,
uazntingw) mhenunIuAvTeiiugua
2.2-1) ngszevuazdetvdvfiatvaywiliinanuiuanasadelaves ansy. g5, @NT. anSe. MEuAmUANYIaMA UL
2.2-2) WaunseuNSinnugnassmungrunedmiu Cll (WuameuagnIsmuauiiuguws)  anue. ANT. ANge. MBNUAILANVTEMUALA
2.2-3) Wwwnalnlunsysanmsmanisalanademidlaues aaugnisniiunisves anu. g5. NA. AN ANGL.
gaifiunis Cll waznguane/wnliusswinssemaiiousulsudlurdeinnaniangming MEUAIUANYSEMTUGUA
RTHIEHGERN TN
2.3-1) daasuuazativayunisimelulagunldiieliiinanuduasaendeausiiudunslyd anue. aNg. ANGo.
97U (Security by default) WhenuAIuRNTEeiiUgWs
2.3-2) Wianuaztsduldunnsgrumssnwanusiuaslasndedusidmsuuiniinindg (Tu AN, ANS. ANGO.
dormuninasgiuasunslaeadglaveifisaegludyadiu nhesnuaIuRuTseiiugus
loflvassgua)
2.3-3) afumsdanisuuvesdsiureaasetefisiunisineviienuvesy ANy ANS. ANGO.

MEUAIUANYSBMTUGUA
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Strategic Theme 3

wazWuAuganInunila
Key Objectives

T Initiatives

' A oA = ¥ o A ¢
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1) dasSuuazativayuanusiuiiasenineniaiguazionvuessyuaznauauasdadyvnineadasiv

v [l =3
219N lYUDslARE195InLS?

2) Yszganumisaunagsna futiuluiiyavugsia (Wu vensén) esauanuiuasasasielawefidriv

ANSAANITANULFLIVDIIANT

3) atfuayunisasislaanuaasadiiueggynssuleiveslussiued (W nsaunisaiiunisiauiulunig

faduarvnssulaluasianiEnie Mmadiiun1ssauiusendtadmiiden 9 wu 61593 wazdmitii

drenaints ilerviyifinerddns)

4) Wuwusinsiuniienuduasasdoyadmiunisiauuiszninnisufifmadainuadiuanusiuag

Uasansuaznsufianudenmualunisundesdoya

3.2 1) aduayun1saielinnnuaiunsasuaivyinssulauasuszauuuvi

. . e 4y . sS4 o
USZaIUAINTINNDTEIRING 2) ENL’d‘illLLauﬁuUﬂ‘L}uﬂ’]iLLﬁﬂL‘lJaEJuG]’]u Cyber Norms wagnuu1anngIvas

2o o) ' a e -] e ° W o » a 4 9 oo v 3
UszmAiia3uiiafognany 3) dadsuuazativayuanusuiiouazidisaulasinisdndsyluszau ASEAN wazuiunwnd weadednenmauloiues
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7 Initiatives

Tasens WBUSURAYIURAN AUYIUSURAYOUTDY

3.1-1) dadSunaraiuanuanusiuiieseninnAsTuaslenTUiie ST ULAZABUALDIAD
HYaymiinedestuomgnssuluueslietiasasa

3.1-2) Usranumibienuniagsia dadulufimusugsio (Wi ven1sin) wesaanuduas
Uaeadeleuesidniunisdanismnudevessdns

3.1-3) afuayumsasslinanuanansasuevgnssulavesiuseduyi (Wu nseunis
siunissauiuluniseefusivgnssulouesianiznis msadunssiniusening
Wnhiidnesng 4 Wy s uasdmihiidhenaints §ldesmidfineimans)

a wa

3.1-6) Wuwiusiinsiumenuduasesdoyadmiunmsdanusssninemsu innu
doimuaiuauiuasaensdsuaznisufiAnudeimuntunisuntesdeya

3.2-1) @5197nAuannsasuenvgInssulussiussAuuILYA
3.2-2) dudsunaraiuayunisuaniudsuiiu Cyber Norms uagngvuneiiiieides

3.2-3) dudsunavaivayuanusuiiowavidnsanlasinsdiAglussau ASEAN way
wnwf Weasednenminuluues

ANUY.

ANUY.

ANUY.

AN,

/ANUY.

ANUY.

ANUY.

AN, AWSO. AR,
MEUAIUANYEBATUGUA

ANT. dANED. AA. dNY. dFAR.

MEUAIUANEBMTUGUA

AN, AWSO. ARTY.
nhenunIuANTEeiiugus
NENINYATIT NTENTINAINY
unv.

ANS. AWSE. A,
nhenunIuANEeiiugus
AMENTINNISAUATEITRYAEILYARA

AN WSO, FAY.
MENUAIUANTTATUGUA

ans. dnse.
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Strategic Theme 4 d5199nauaunsalunissnenauiunslasnnelyiuasvasuseine

(AU 839AAUS wazmAlulad)
Key Objectives 9 Initiatives

1) WansauANaIsaualusunsuNsinausuduauUaaatendlaiues dudsuuazatiuayu
nseanluiuses (Certification) wazn155Usas (Accreditation) yaansiisianuideavglussivefuazuuiva
2) snszAvInInduanuiiuasasnsislees hiuieauiu

3) Waunyaannsmsloweslasduaduliiiaandunisinuiivangasduanusiunsasadelawssianizms

1) ysanmsiinszmsinuanssiuasUaeadslevesfuinusadvalussuumsiniegiafiunenishousissdu
Uszanfneautessiunaesiann

2) a$1snnunszutingsziumadmiunguidmaneiiuanneiu 9y guilaaily {lélussdns iiin 537e) uaz
wannaezULuY

3) WaruwdnUFUR (Code of practices) iilandnusiunsUasndsvasgunsaluasnanfnsinideudedumesiin
4) Tanufuszvrvuieatunguune ngsadeu anudssveservgnssuluues uazuimsnislasiu

4.3 1) dudSuuazatvayy Ty uazdariunaniasun1side uaziaun winnssu Inermansuazmalulagnisinw
& o '3
dasRunsIveuasiaILILaY anuiiuasUaeadeluives
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9 Initiatives

TAsen1s WUBIUSURAYEUNAN | NUI89IUSURNTRUTEY

4.1-1) WaunseuauananauagiusunsunsineusiiuanuUaeadendlaues  anua. ANT. ANTR. NW. AA. AAY. AAT. dBF. B7.
duaSuwaraiuayuniseenluiuses (Certification) wazn133UseY (Accreditation) henuauaNvseiiiugua unm. aun. Jlele
yaansifinngeanglussaumfuasuiunga

4.1-2) snsiudvAndunnuliuasasnsdelsues iduiiseusu anu. ANT. ANGD. AW, AAY. D). AAY. HOFA. ANY. A,
AtineuUsEaa MRBNUATUANSENAUAWS UN.YIV. dU.

4.1-3) Wawueansnilewestaeduasulifiandunisfinuniivdngnsiuaiy anu. ANT. ANSD. N, AAY. AAY. FBF. ANG. 7. A,
fiunsuaonsdeleiuasianizms drtinsudsgina mhenuauaNvseiiugua un.vm. aun.
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msAnwegralunenisiaunsyiuUssaudnwauisseAurdsUSaan AAY. ANY. dOF. ANF. D3, AA.

ML TUAIUANYTBATUGUD

4.2-2) a¥uanunszrtindsedumnadmsungutmaneiwansiaiu (gu fuslan anuy. AW, ANG0. ANY. doFl. AN 7. AA.

ly Jldluesdns ifin §379) uagmarnuateguuuy nhsnumuauvseiiugua dlele

4.2-3) i manU{uR (Code of practices) iioAruiuataensisvasaunsniuay  anue. MNGNUAIUANVTOMNAUUA ANT. ANTD. NN,
nansfausingeusedumesiin anv. dnv. dor. ang. 0. ad. and. un.vv. Jlele
4.2-4) anugussanvuieafiungyane ngsuideu anuidesvesenvginssuly anae. MENUATUANVIBAAUGUD ANT. ANGD. N,
wad wazansmstesiu AA%Y. AAY. ADA. ANG. 82 AFl.

4.3-1) duasuwavaiuayu Wy wazdnvhunannosunside wasiau winnssy  anuw. MEUATUANYIBATUGUD ANT. ANGD. NN,
Wemansuazmaluladnmsshwinuduasaendulaves dnv. der. ang. 02. ar. any. un.vv. Jlale
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3. (379) ulgurgusmsinnisnieafunisshwiaudunsasadeleuas
ANUFUNUIBIUVIST HATUUIEULATIETNNUFIUEAYNINE TEUWA

170157 9 AMZNIIUAITNITINBIAUNUAIUADANY LW UBS AR (NNY.) ANTnfikazdIu

(2) MUUAULEUIEAISUIINTIANTSALAEINUNTSNwANTLAsUaaa Lo uaSdmSUNIUIg9U
Y9357 warnNUIBNULAIIETINUF LAY TAUNA

IT Governance , Risk and Fffctivenient
ASANNUALLA Compliance Objectives
NMSUINTANUEES Uazn15U)URARIY N PSP
Combining disciplines for Lonfidenttality
(Governance, Risk and Compliance: GRC) beiter enterprise security.
Ac ] a erna Integrity
ing Availability
4 Reliability
,:1~ Confidentiality

(319) LlBUIBUTUITINNTITNNYINUNITISNEIANLUAIUADANE
lowasdmiuniig Uiy kazuiae9ulATIEsINNUgIUEIAYNI
A15aUINA

1. Msmugwanssnauiuaasnsielsiuas (Good Governance in Cybersecurity)

2. MIUIMIIAULELS (Risk Management)

va

3. ulgug wazkuufua (Policies and Guidelines)

wlgureusnsinnisnneiunsinenanudiuasuasnielyiuasdniunitenuueesy
warvilgulassaTenugiudrynasaunailiinadenuldnnglunils (1) U duda
NIuNYsznIe
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1. nMsmnuguan1sineanuduasUasniylyiuas
(Good Governance in Cybersecurity)

1.1 G]?J\‘iﬂ’ﬁ/iﬂﬂiﬂix‘iﬁﬁﬂﬂ’ﬁﬂ’ml]ml,a ﬂ’ﬁimﬂ’]ﬂ’]’m&lﬂﬂﬂﬂaaﬂﬂ81%‘1.1’9]5 NIDUMAUABIUID UV]‘U’W]WN’WI LS AU .
Furmeu (Authorities, Roles and Responsibilities) AtALY wardnrinduenansansanuwalones lneiliseaziden fal

LY

() szulassadsesdnsdmiunisinnismnusiunsasndtlouesuasuinsiddyuemihonuresdy uaslasaina
WU AYNIea TN
@)  seudgimthivallasueygnuay/veaydRlih

(®)  szyiwanalainihiisuisveulunsnsaeuliuiladnuimsfiddyvesmihsauessy LLa”Iﬂiﬂaimwu%mmﬂm
nuasaune [ulunumsessdygRngrunedesle o wmmsﬂmwuﬁmummmmaamwamngl ERHAEglY
miﬂg‘ummwwmwaaﬂimsmm”ﬂsmmiwmmmﬁ 9 (4) Yo VURRA

1.2 dpsdinsruunmsnsiasulinuladnyaainsilasuteuning dn1sufiauuleuis waswuiufufsuaudung
Uaandeleiuasvesmiieny

1. Msfmnuanan1sineanuduaslasnsiylyiuas
(Good Governance in Cybersecurity)(§19)

1.3 msmuualviiguiaveuuimsinnisanuduaslasndeasaumne

1.3.1 MiguvesssResdalislfusmsimhmihnuimsdanisanusiuasuasnadoaisaume (Head of Information Security) %3e
Wguwihmufuanihivesdisau aglumnis (1) U dudanniunivsenie

Inguanaiinamdeadudnienuiriedssaunmsaliumeluladansauma nsuimsanuiuasasndeiumelulagansaume
wazn1sulledudeanaunislaiues

muwmmmmmmwmnanmsummLﬂuaaiuﬂ”mmumumsﬂgummmumﬂiuiaamiaul,m (IT operation) WAZITUATUNILN
ssuuwmaluladansauma (IT development) s sTunUITTh LareuSuRaveulvthsusiunsiiennuunsaen fugiu
WAlulagansaune a819No8RAIN

e fulsuie 1esgu wazkIMINIsinyIALduataendesumalulagansaume waznmsiuledeaneumisleues aumsgualilinnsufifanuuleus
INTFIU KASHUINWNNNUR

* fdaruuaiuausiupsUasnse (security specification) wazantnenssusuanutuasasnsdy (IT security architecture)

* UImMsInnsAnudssuanuunsUaendeiumalulagansaumaAkarauiuANAINNI
lowasiasnsuiuanudeiiawnsd wazdiauamnudssananfenuznssunisriisnudunsedsys

* guakazaliunshinienuianunieslunisiuieduanaumsleves

* guauagsiunislfyaanslussdnsiinrmiuasaunssrindisesnnnudios msinwenuiuasasnsioiumaluladansaunadufvanaiun)slees




1. nMsmnuguan1sineanuduasUasnsiylyiuas

(Good Governance in Cybersecurity)($8)
1.3.2 mhsalasaisiugiuddymemsaunadosdnlitifuimsssdugeiimiiuimsdamsnnuduag
Uansisansauwma (Chief Information Security Officer : CISO) wawteuwiniufiRminiiaiiou CISO vesvignu
anglunils (1) T ﬁuﬁ’@mﬂ’j’uﬁmummaEJqmiﬂNa%fwﬁugmﬁwﬁzgmqaﬁauL‘m

¥
N Y

fiail fuimsseugeiivimdhiidindnaisdudassananudumsuiiRaumaluladarsaume (T operation)
wazuFuiaszuumaluladasauma (T development) wagiid1unamind (Authority) Wiisanelunsufifnu
Tuwihil QIS0 IfeehaiisyanBnmuasUszansua lneanunsosniiunisedietion fail
o senuiymiemamsaiififodfgsumiuiunsasnsoiumalulafasaumanassuioanaamiseodeduimslu
AUVUIEER AMYNTTUNNTVOIMIBNUVRITT u,asfvm'aEJawuiﬂiqa%ﬁqﬁugmﬁwﬁ@mqaﬁamm LagAENTIINSTLAE TR
JGELEN
o Ianuiiususoanasleefuaznisuimsianmsanudssnuansiuasasndosumaluladansaumeadonnynssunisves
Mg LLawu"aEJamiﬂsqa%fwﬁugmﬁﬁmmNmiaumﬂ ﬁmzﬂiimmiﬁLﬁ'sn%'aﬂﬁumiﬁms{fﬂmSLLazfﬁ’ﬁU@LLami
UftRnusumaluladansauma wu IT steering committee 38 IT risk committee wazsaudnduladiiunisludosaiuiiung
Uaenasedumelulafasaumea wazsusvanaumilauesiinssnudemisnuuessy ussmhsnulasadsiugiuddyma

ansaumaegiitudAgy
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1. Msfmnuanan1sineanuduaslasnsiylyiuas

(Good Governance in Cybersecurity)(§19)
1.4 desinlasiaisesdnsliiinisansga Tnsdalassainsesdng uaswihilanusuiinveuiiisafunsudmsdanis
ausfunsUaensielaues Irinisasnanuvdnnisaiuay MfU uazasaaey (Three Lines of Defense) i
Uszansnm Teeffivivihiimuay fdu wasnmeaeuiiiudassuavannsavivthilfegsiussaniua deioad
msfsuainfiauuRntevegnedaia semhenuniediineliiAnemmdsuarauauanuidsdutuun
(Business Unit 38 First Line of Defense) wieauiiiunelu (Second Line of Defense) LU #ieanu
USvnsanades (Risk Management) mhssumiunmsuftRnunginas (Compliance) kagymhsaunsadey
aelu (Intemal Audit ¥3e Third Line of Defense) Lileduadulifinalnnsnsnaeunazaisgaivanzay lng
Timhenuvessy uasmhsnuilassaiaiiuguddgmansaunaieufoimungmneviendninasifiistody
Yty fanujiflubesisnaniezesnlasmsnumunuieiifugua uazazinatsdulifumhenuves
e LLaz‘qum’mimaa%ﬁaﬁuimﬁﬂﬁ’agwmmﬁaummialﬂ

[ '

ail nsdindllassaiamsmiiuguannudsanumelulagansaumanuiuuselungugsiameiumse
USEnilannuiigites n1siansanlasaiansiiuguamurannsuuawen g

AUSURATEURTY Three Lines of Defense 1anansafiansainlaggannnsiuyiasnunvengugsiaie iy
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The Three Lines of Defense Model

Governing Body / Board / Audit Committee

r Management

1st Line of Defense 2nd Line of Defense 3rd Line of Defense

Financial Control

Imternal Risk Management
Control

Measures

Management
Controls

Compliance

lojenday

Wi e (Laun @)
B @ad  ADUNLAY bee 9 F1YAIYIUNN oo AUEY bl

UsenAsunIANswrtaUsEalne

7l @nd. b/l
1589 §35U1AUIATEAnIUUNNTHUEWIZAT

i @b (@ @)
Il @ambd ADUNLAY lbde 4 1A IYLUNTN b UL bdbe

(o) n13AIVAN ANAY ULazmI19d8U (Three Lines of Defense)
AiuszAngnm Tasilwasnuivimiifeousy difu wazesisaeuiiiudassuazanuise
vinihitldegneiivsedniua Fedasdnisimuandiiinnuduiinvevuesudazuasiy
LRGN ﬁ:wmmmw?mﬁﬁdﬁﬁﬂmml,?mLm::ﬂmﬂmmm?ﬂlmlu"ﬁ‘;uuiﬂ (Business Unit
%38 First Line of Defense) wuswstudifuniely (Second Line of Defense) i¥u
viasuuinisaudes (Risk Management) wistsrudafunsUfURniungunue
(Compliance) nrs1uAsUNIUAUTD (Credit Review) warnuissums1adounsly
(Intemal Audit %39 Third Line of Defense) iiedwaialvifinalnnisnsrnasuuardina
fmnzay Teglfaniumsiuanzisfsujoanungumnevsendninusinieidedutagiu
sudwufiiludesindnizeanlagsunmsuisussmalne  wazaziinadduldfuanniu

Asduenziasell
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2.

N15USNHI5AULEES (Risk Management)

2.1 fo9darnsaunITUSMNsAMULEsIAuANUITURIUaRn St lauasiduatednualsnys nsaUIEITIND:

(n)
()
(m)
()
Q)

unumwarausURageulunsinnsAIEsIAuALTuAsUaanfellUe I TINENENENTIIBNULATANUS URASE U

N1338YLAENITIREIRUANLAIALVRINTNERUUINS A A veImhenureesy wavlaswaianugudfymeasaune

srynaeiszliuanudssinuanuduasUaendeluues uasseauanudssfisensuld (Risk appetite)
WnsUszdiuanudssinuanuduaiUasndulaiues uay

sl masinmuadnuidgasuninusiunslasndelaiuas

4 & @ a g [ & (Y] ¢ a a .
2.2 fosiusnuenmsanudssrnunsinwanuduasasndelawesnsyliluneidouninudss (Risk
register) MAgITBUUININAAYVRIMIBNUYBIST warlaseadeiuguaAynsansaume

2.3 Apansiadeumudsnuautiuaslaonseleuesnssylilulasunseasiaasuegisasianetiioliwiladn
agneldinaaseiuanudssivensulanseylilute 2.1 (A)
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3.

ulgug wazuulljun (Policies and Guidelines)

3.1 fiparinvun waveusiRuleuty 1nsgu waziumelunmsdnnisasdsanuauiuad
Uaandelauas wagn1stesiuusnmsndrfgyuemiieanuueesy waslassasisugiudidgy
eEnTaumna Infeanaungleues uleuig 119U waskuufuRagdes:

(n) aeprdesiundnyszanakwIn Ui ial demmvuanissnwanuduaslasndelauesvesnindiu waz

wleuy 105U wasfianeanisshwvienuduasaendeloeiseauginig visesedulssme waz

(@) wWeLnswazdeasiudiynaInsuazyAranIeuBnNALNYIIT I eausaitaus NNy ves
MNBUVRITY warlAsas I NugIUE A saUme

3.2 ABINUMIUULEUNY UIAT§ Y LLavLmewiﬁ’@ﬁuamwmé’aumiﬂﬁﬁﬁmﬂ%ma%ﬁum
UINMINdATYIemMIBWYesiy uaglassaiaiiug i Aymeansauna waggivieisy
ﬂﬂmumﬂmuaﬂuﬂwuuamauaaﬂamm (1) mﬂmauuammmuwmﬁmmumqamma
o Tuiifinatiiuldvenleuns UN3FIU vIBkIUURLsaETD
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Uszaauuamaufun LaznIaunInsgIUAIUN1sINen

AuluAslasanelawuas

-/

11931 13 AnENTINNsINUgLaniuauiuasUaaadieleuas (nny.) Sutiuazdiunm
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1. WAUNTSASAAFDUAIUNITSNIAULUAIUaANY lWLUDS (fD)
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2. N15USELEUANULEYIAIUNITSNEIAMNLUAsUaannYlgLuas (A1)

lnuasounguettoslusasnwialull

2.1 nsUszliumuLde (Risk assessment)
(n) misz‘qmﬂmﬁ'm (Risk identification)

AoesryisnUdsIinuNsiniwvANuiuaasndelaues Saudnnudsaindeanaunislsues wagdednisig 9 lneay
WFeaRananI8713alame 119NNsEUIUNsURURIIY SEuual Yaans wsedadunieuen

(v) MsIATzAudes (Risk analysis)
Aot lakariAsEnNUEE RIS NYIANLIUAIUaRn e loUas DM ILLINISNITIANISANULEL LAY
(A) NMsUszliuAIAULEeS (Risk evaluation)

fesUsuiliufdlonanianudssnunisinwanuiuasUaonsielsuesasiintusasnansenusion1sujuReulasnsanliugsna
i uRsEAUANULEBIAIUNSS wAusuAsUaennelgiuesisensuls (Risk appetite)
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2.115U52LHUAMULE9A1UNTSNEIANNUAsUasnne luLuas (6)
2.2 AN55ANIAUELY (Risk treatment)

ADIWUINITANIT AIUAN wastestuamudssiivnsaudonndesiurnanisussiliunnudssi
mMsSnwanusiupsUaendeleues Lﬁ@iﬁﬂﬂNﬁ&JﬁL%ﬁ@@Q (Residual risk) agﬂuizﬁummL?%&Nﬁmms%“ﬂm
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nauszleniiinninazlasy
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Wonanl AesmuuanvldinanudssiiunssnenudunsUasadulsiuesnginn (Key risk

indicators) Agtasiunsaniugsia Waenrdesiuanuddguesrnuiuaiasnsdslauesusasau
WieldRnnukaENUNIUAIULEES
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2. NM5UsLEUANULEIINTIUNITSNEIAMNLUAIUaane lwLuas (#a)
2.3 NSAAAILLATIUNIUANULEES (Risk monitoring and review)

F990NIZUIUNTNLUTEANTANTUNNTAANIL LAz nUNIUANULASIRUNSSNEIAMLTuAsUaansylaguas
dialieg meldsyiumnudesinunissnunanuduasasndelavesngeusulanimunld

78




2. N15USELEUANULEYIAIUNITSNEIAMNLUAsUaanng lgLuas (AD)
2.4 N531891UANNEE4 (Risk reporting)
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3. wiuN1sSulaneAnAIuneluiues
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(n) Tassasniinsudewgnmsainnedivanusiuaslaensdsleiues (Cyber Incident Response Team: CIRT) F3ufiaunumuazAIy
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(A) inniuazsusmeulumsienldou (Activate) nNsnouaussteingnIsaiuay CIRT
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) MIBenldnunszuunisgau

2) funevlunisaouain (Investigate) ANLVALAYNANTENUYDLIANITA]

%) Jupaunmsiusnendng u (Preservation of evidence) newEuNsEUIUNISHAY Je53u
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5. (319) NFAUNINITFIUAUNTINEIANNTUAIUARAs L YLURS
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Source: NIST Frameworkfor improving crilical infrastructurs cybarsecurty”, ww fist gov

(@) N532UANLEALINDNNILARTULNABNAIN DS ToUARDUNINDS Cylisrssirtly Fianiewoli(CSF) Care Fiiialione:

B ST e u
a ¢ v d add v oow a ¢ % ia e
FFUUABDUWILADT TRUADUVILNYIVDINUIZUUABUNWILADT NINAULLALTIRN IDENTIFY Identify—Develop the organizational underslandiing to manage
. cybersecurity risk to systems, assets, data and capabilities.
AR ENl{J'F‘;F] & Protect—Develop and implement the appropriate safequards to
) | - et PROTECT ensure defivery of critical infrastructure services.
() mﬁﬁﬂ'ﬁﬂild AUATIULFLIND1IISLANYU

Detect—Develop and implement the appropriate activities to
A identify the occurrence of a cybersecurity event.

(n) NTﬂiﬂﬂﬁWi?ﬂaﬂULLaBLﬁTﬁS‘NﬂHF}ﬂFﬂﬁJWN.‘lmU@{

Respond—Develop and implement the appropriate activities to
= e 2 = RESPOND take action regarding a detected cybersecurity event.
(«) MnsmsiBgusdieiinisnsanuieanatumislaiues

Recover—Develap and implement the appropriate activifies to
RECOVER maintain plans for resilience and to restore any capabilities or
senvices that were impaired due to a cybersecurity event.
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(@) smsmsinwinariluyanudemeniendsanaismisluues
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mi% NIST Cybersecurity Framework

TeRon s

NIST Framework for Improving Critical Infrastructure Cybersecurity, Version 1.1, 2018

NIST Cybersecurity Framework
IDENTIFY PROTECT DETECT m RECOVER

Identity Management 5 . .
Asset Management ] o Anomalies and Events Response Planning Recovery Planning
. . P Security Continuous .
Business Environment Awareness and Training Fripienn Communications Improvements
Monitoring
Governance ] Data Security ] Detection Processes 1 [ Analysis Communications
. Information Frotection P
Risk Assessment ] Processes and Procedures ] [ Mitigation
Risk Management Strategy [ Maintenance ] [ Improvements
L
Supply Chain Risk Strategy Protective Technology J
| "Wiot procossos and essok nond proesion? | Wha: sabou oz e avainbh? [ “What ocr cuos can donty widenk? | W¥ha xvecuce cnm cor ITace 2 adera? || Wi leshiques com resmee canok ios’
L&A . ol At Fou it saziAnd umsn AT eAsUuasEnT T FUCERR T T u-msms%‘nwumﬁmjmwLﬁumu AN
Twuef NTIIYRTLELIN EaLARTY e Awanrramalowed ofimansasnudeanmanmalavef invindunnramialouef 13 4)
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LWANINNITAUUA WU L TRLAZNIaLNIATFIU
(Baseline Security Measures)

¢ What to include as minimum security measures
¢ and accommodate for sector-specific that is advanced

¢ and scale up as Cll and sectors become more mature
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April 16, 2018

Cybersecurity Framework Version 1.1

Table 1: Function and Category Unique Identifiers

i Function Category Category
Framework for Improving nique
Critical Infrastructure Cybersecurity Identifier Tatie 3 Framework Corn
wmative Refere
D.aM Asset h’[ﬂmgm TDAM.]: Phytical & and tythemt. CISCSC 1
IDBE | Business Environment v e sopaintos e mmieced | COMT £ RADDAL DARRD:
Ve i 54 20F 4154
erisn ISA ZHEL LI SR TE
eV Govemance TSOTEC PNOLSHLIAS L L AR LY
National Instirte of Standseds and Technology IDFRA Risk Assessment T ::::’;:'?'& v, 4 CALE. B3
" spplicances within the orpEInen s COBIT & BAIS 01, BANS.02, BAIDG.0%
Aguil 16, 2015 DEM Rick Managy Strategy Ecaied 154 62448200004 2 38
- T5A 2N A SR TR
msc Supply Chain Risk Management ISOMEC Y0113 A8 1Y A1, A1250
Protect - NIST 5P $03-83 Rev. 4 CMLE PM.8
FRAC ]:d.entlty Mmmt and Aiccess Control TDAM-: Orpamications] commamsication CISCSC 12
- - CORIT § DRSOS 07
PRAT Awareness and Training 154 624321300 4.2 4
4 ISOTEC MM A 1121, ALD22
PRDS Data Security | NISTSP800-84 Rev. 4 ACS, CAS, CAS, PLE |
- IDAM-4: Fxnersal mftrmanon sysems ascscnz
PRIP Information Protection Processes and Procedures ey CORIT £ APOG 07, APGIO0, DSS01 07
ISOTEC MM ALLLE
PRMA Maintenance NIST SP 3-53 Rev. 4 AC-20. SA-9
PRPT Protective TlegY IDAM-S: Resources (e.f . hardware. 1 CISCSC15. 14
Detect DEAE | Anomalies and Events
DECM Security Continmous Monitoring ;’::;:;;r::;;» 2,54.14, 506
= TDLAM. 6 Cybweiscrsity obet and CISCSC 17,19
DEDP Detection Processes seponuibilties for the sutioe woskforcr sad | CORIT § APDOL 02, APDUT 06, APD13 81,
Respond RSRP | Response Planning ==
RS.CO Commmumications
RSAN | Analysis
RSMI | Mitigation
RSIM Tmprovements
Recover RCRP Recovery Planning
RCIM Improvements
RC.CO Commmumications
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Reference document on security measures
for Operators of Essential Services

£ Pubstin Bf2E1S

Mapping of OES Secu
Requirements to Specific
Sectors

Mapping the Baseline Security Measures for OES to cross sector

international standards

DOMAIN NAML

Governance and Ecosystem

Information system
" security risk analbysis
Information System u 5
Seourity Governance
£ Risk Marcgement

JUTY MEASURE

150 2700
FRAMFWORK

#8.2 Information
saourity risk
assessment (IS0
27001)

2.3 Information
swcurity risk
treatment (150
27001)

ISAfIEC 62443 3-3

SR52,53,

Information

security palicy

# 5.1 Management
durection for
Infarmatian security

10.Gv-1,2.3

s s i
Wiscry
o= pru—
Pranaealel . " NIST CYBER
| v o o/ 150 27001:2013 SECURNTY ISA/IEC 62443 33
g . - FRAMEWORK
Incident report #1615 Response o
information security | RS.CO-1,23,4,5 sRE62
- incidents
o St . — ‘Communication with
competent - - -
s san e, e authorities
o md —
management Secuitycomtnuiny | PRDS4 sR7.3,7.4
a —ee 4y | Continuity of PRIP-2
operations
N Disaster recovery RO
. == #17.2 Redundancies | o070 SR7.4,75
ma1 Crisis management | #17.1 Information PRDS-4 .
S g e organization ‘security continuity PRIP-10 -
oty az
Ay T Crisis management | #17.1 Information
PRDS4 sR74,75
e process Security continuity
‘Table 22 Mapping of rity
applied to all the sectors
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DOMAIN SECURITY
NAMES IMEASURES

Part 1 - Governance and Ecosystem

Information

Mapping of OES Security Requirements to Specific Sectors

DRINKING

WATER SUPPLY | DIGITAL

AND INFRASTRUCTURES
DISTRIBUTION

FINANCIAL AND BANKING HEALTHCARE

150/TR
S60: 1502779 " 527
PCLDSS | 13569:20 GLBA ‘J* HIPAA (Table 22) 150 27011
05

system security L] L] - .
risk analysis
Information
system security - - . - - - - -
palicy
- - - - L
Information accreditation
System
Security Information
Governance & | system security . . . - . . = -
Risk indicators
Management
Information
system security . . . L] .
audit
Human
TesoUrce . . . . .
Secur I'.'I.'
Assel . - - -
Management 87
3.1 ACCESS CONTROL FAMILY
gt e s e 10
Table 3-1 provides a summary of the controls and control enhancements assigned to the Access
Control Family. The controls are allocated to the low-impact, moderate-impact, and high-impact
Control Baselines for Information security control baselines and the privacy control baseline, as appropriate. A control or control
Systams and Organizations enhancement that has been withdrawn from the control catalog is indicated by a "w” and an
explanation of the control or control enhancement disposition in light gray text.
_— TABLE 3-1; ACCESS CONTROL FAMILY
SECURITY CONTROL
e CONTROL CONTROL NAME E H BASELINES
nuMBER [m——— g g
B oW | MOD | HIGH
ACL Policy and x x x x
aAc2 Account x x x
AC-2(1) SYSTEM ACCOUNT x x
AC-2(2) TEMPORARY 4C¥ ACCOUNT * x
Ac-2(3) DISABLE ACCOUNTS x x
AC-2(9) ALDIT ACTIONS x X
Ac-2(5) INACTIVITY LOGOUT * x
Ac-2(8) ovNAMIC
AC-2(7) PRIVILEGED USER ACCOUNTS
AC-2(8) DYNAMIC ACCOUNT
Control Baselines for Information Lee FESTRICTIONS DN USE 0F SHARED AND S20LP ACCOUNTS
Systems and Organizations
Ac-2{11) x
Ac-2{12) ACCOUNT ATYFICAL USAGE x
Ac-2{13) DisABLE * x
AC3 Access x x x
AC-3(2) DUAL AUTHORIZATION
Ac-3(3)
AC-3(a) AL
b 08 Ac-3(5) SECURITY-RELEVANT INFORMATION.
AC-3(7) ROLE-BASED ACCESS CONTROL
AC-3(8) REWOCATION OF ACCESS AUTHORIZATIONS
Ac-3(9)
AC-3{10) MECHANIMS
AC-3(11) RESTRICT ACCESS TO SPECIFIC INFORMATION TYPES
[ —— Ac-3(12) ASSERT AND ENFORCE accESS
AC-3(13) ATTRISUITE-BASED ACCESS CONTROL
Ac-3(14) INDIVIDUAL ACCESS x
AC-3(15) ACCESS CONTROL.
AC4 Information Flow Enforcement x x 88
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Draft NIST Special Publication 800.83
B

Security and Privacy Controls for
Information Systems and
Organizations
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TABLE 1: SECURITY AND PRIVACY CONTROL FAMILIES

ID FAMILY 1D FAMILY
AC Access Control MP Media Protection
AT Awareness and Training PA Privacy Authorization
AU Audit and Accountability PE Physical and Environmental Protection
CA Assessment, Authorization, and Monitoring PL Planning
cmMm Configuration Management PM Program Management
cP Contingency Planning PS Personnel Security
1A Identification and Authentication RA Risk Assessment
1P Individual Participation SA System and Services Acquisition
IR Incident Response SC System and Communications Protection
MA Maintenance Sl System and Information Integrity

Mapping NIST Framework with

1) enisa baseline security
measures
2) NIST Control Baselines

Asset Management (ID.AM): The data,
personnel, devices, systems, and facilities that
enable the organization to achieve business

within the are inventoried

89
Category Subeategory All SP 800-53 Controls
ID.A MAl.‘ Physical dm'h::e.s and sysiems within the CM-8, PM-5
o are inventoried
ID.AM-2: Software platforms and applications M-8, PM-5

ID.AM-3: Organizational communication and data

flows are mapped

AC-4, CA-3, CA-9, PL-8

ID.AM-4: External information systems are

AC-20, SA-9

purposes are identified and with
their relative importance to business objectives and
the organization’s risk strategy.

ID.AM-S: Resources (e.g., hardware, devices, data,
and software) are prioritized based on their
classification, criticality, and business value

CP-2, RA-2, SA-14, SC-6,

ID.AM-6: Cybersecurity roles and responsibilities

for the entire workforce and third-party stakeholders |CP-2, PS-7, PM-11
(e.g., suppli partnets) are established
ID.BE-1: The organization's role in the supply P2 SA-12
chain is identified and icated o
ID.BE-2: The organization’s place in critical
infrastructure and its industry sector is identified and |PM -2
Business Environment (ID.BE): The ot
organization’s mission, objectives, Ny — —
and activities are undersiood and prioritized; this ]?.BE-G T . w.'_)‘m‘ﬂ ?':;m
information is used to inform ity roles, . are PM-11, SA-14
1 ibilities, and risk decisi
BES i “tical funct
]’n]. c-n'r‘:‘ 1 mn:m Py g CP-8, PE-9, PE-11, PM-B, SA-14

ID.BE-5: Resilience requirements to support
delivery of critical services are established

CP-Z, CP-11, SA-13, SA-14

IDENTIFY (ID)

Governance (ID.GY): The policies, procedures,
and processes to manage and monitor the

ID.GV-1: Organizational information security
policy is established

-1 controls from all families

ID.GV-2: Information security roles &
ibilities are coordinated and aligned with

) 'nm:malmlee and external partners

PM-1, PM-2, PS-7

organization’s regulatory, legal, risk, envi
and ional i are und

and

ID.GV-3: Legal and regulatory requirements

inform the of eyl risk ity privacy and civil |-1 controls from all families (except PM-1)
i liberties obligations, are understood and d
el G“““:‘m?em ”‘?i‘r““‘uks‘“g“ pent PM-3, PM-7, PM-9, PM-10, PM-11, 5A-2

ID.RA-1: Asset vulnerabilities are identified and

CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, SA-11, SI-
2, Sl-4, §I-5
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(519) NFUNINTFINAIUNTINEIANNTUAIUARANElwLUDS

1. MsszysazUsEiuaAbesianlazindu 3. 1MIN1IATRFRUKAEIEIINEANAAmMIslYUDS
1.1 n153an1mindau (Asset Management) 3.1 nsastseuuaniszisieanaumdlaues
1.2 ﬂ']S‘U‘a’xLS-I‘L!F]?']SJLaHﬂLLﬁzﬂaqﬂﬂuﬂqiﬂﬂﬂqiﬂﬁqﬁJLaﬂﬂ (Risk 4 Nﬂﬂiﬂ’]‘im‘?jiymﬁlLﬁaﬁﬂ’]iﬁli?QWUﬁﬂﬂﬂﬂﬁﬁJMﬁQi%LUa%

Assessment and Risk Management Strategy)

e B 4.1 uwwun1siuliensanaruneleues
1.3 msUszifiudeslnd wazuianisnadaulanzszuu (Vulnerability :

4.2 LtwunﬂiﬁaaqiiunqqzanQﬂ (Crisis Communication Plan)

Assessment and/or Penetration Testing) ,
=2 13 £ ar '3 .
43 msindeauminusiuaslasnisleiuas (Cybersecurity

1.4 nsdansgliuinisaieuan (Third Party Management)
2. 4195N15U89NUAULEY N1 RLNATU

21 miﬂ’mﬂqun’m%”lﬁ\i (Access Control)

exercise)

5. 1nsmMsinwuaziuyanudemeiinanisanamnig

2.2 msvinliszuufinnuudaunse (System Hardening) lowuas

2.3 mseusiaszezlng (Remote Connection) 51 msihwussiuyanudemefiiaandeanansmiduiues
2.4 Faiudayauuunenld (Removable Storage Media)
2.5 mMsa¥reanunszviinifuanusiunasadelvues
(Cybersecurity Awareness)

2.6 nsuustudaya (Information Sharing)
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NUBLYA
“AAIZNISUNIT” NUIYALIN ANENTTUNNTSNEANULUAIUaanf s lauaSLaw® (nuw.)

“A17N9U”7 MUNEANNIN ANTNNUAZATIUNTS NEIANNTUAYUaRAN Ul USWAITNR (ANU.)
“ANL.” UUNYAIUIN ﬁmzmﬁﬁumifﬁ’ﬁumLLaé’mmmﬁumﬂaamﬁ’ﬂmua%

“m‘VT‘Uiﬂ"IiﬂﬂﬁJ‘u@ﬂ i VﬂJ’]EJﬂ’D"]iLI’]’] Uﬂﬂamaummamsmaﬂ mmwﬂmimimumdﬂaa
?ﬂiﬂumﬂ maLﬂummmmﬁuamaﬂmwwwmiuiaaaﬂiautwmawu’smmﬁuaﬁ% WAL
Iﬂiﬂﬁi%‘iWU%ﬂ‘Uﬁ’]ﬂiUﬂ/l’Na'ﬁﬁuwlﬂ 1/13’9]L‘LJUN‘V]EH’]ELI’WE]LGZJ'mQGU@Nﬁﬁ’]ﬂﬂ%@ﬂ%ﬂ?ﬂﬂ’msﬂ@ﬂiﬁ b5l
‘wmsmuimmmmuamamﬁgm’mmiamm mamamamawﬂ%amwmmmLLaImsmmsmu
°U’e]\‘1‘§§ LLau‘VT‘H’]EJQWUIﬂﬁQﬁiWQWlJ%"IUﬁ’]ﬂiU‘V]’Nﬂ’]'iﬂ‘LlL‘Wﬂlﬂ W;ZN‘LJ Eﬂmimimyuaﬂlmmamamm
mGUUiﬂqﬁVﬂSUNamﬂmsﬂLLﬁ”Uﬁﬂ'ﬁ'ﬂ@\‘]ﬁU’)ﬁ\‘i’]WU@ﬂi% LLa‘“‘Vi‘U’JEJQ’WUIF‘WN?!?’NWU%’]U?{’]@@UVI’N

ﬁﬁiﬁumﬂ
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1.n1535zyuazdssiliuanuidesionaasiindu

1.1 M5IAN1SNSWIAU (Asset Management)

1.1.1 Fosdimzifounindau (nventory) fsvynindauvosuinisiidrdmenmhenuresss wasmhsmulassadaiiuguddams
ansauwme wazguasnumzdounindaulmiutagsu lnensdounindausosdidoynanetios deil

(n) To / MeSuivemindauresuinsiddymisauyesly LLawu"aEmuimaa%ﬁaﬁugmﬁwﬁ’igmamsaumei

@) Harduiiddyuomindauveuinisiia AUIgUVeIST LLazMu'wmuimqa%ﬂqﬁugmﬁﬁmmamsamm

(@) dwoway / viediuiunsvemindauesuinmsiiddymhenuresdy uasmhsnulassaisiiuguddymeansauna

(@) fundsmameninvemindduvesuinmsiiddgmienuuessy LLawu'aENwuimqaé?wﬁugmﬁﬁﬁwwmsammLwiazswams way

(@) nmstudefuremindauvesuinisidn AgI8UVResy Lmzmi’;amuimaa%wﬁugwuﬁwﬁiymamsaummuuszUU / w3etnanmelulay / wieneuen
1.1.2 fD338YDULALATOUNEVDIUTNTNANARY T WIIBIUVRST kavrieUlATEFNUGINEANNENTAUNA kaETEUY

o w

Ao ImBsITaNRBlnensaazitad1Aty (Direct and significant interface)

£

1.1.3 doelfuugmesidouninddusgatasUasnila (1) a3 uwaillelinnswdsuuwdadle o duniwdduvesusnisndfgle 9 vemienu
Y8335 wavmheulATE g INE Ay IENTaUmNA

1.1.4 @395 54 v03nszsvlygd fosmiiiunsusziliuanudesinunissnyinnudiuaslasadelgiuesvesuinisiidfgaes
MBS warrilsnulasaianugIvE Ay saumnaAB i e mmaefssylilunsieunsndlute 1.1.1 edraleeUay

$#14 (1) A3
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1.n1558unazUsliuAMNHE 0192 NATY (FiD)

1.2 nMsUssliuaMuFssaznagnslun159an15AULEES (Risk Assessment and Risk Management Strategy)

1.2.1 Aesauflunsmiude 2 MsUImIAuLEes (Risk Management) TuulauiguimsdnnisfilnennunssneanutunsUasnsisle
wos adtesUavnils (1) A3y visewlaiimsifsunlandfyiinsenusalassasaiiugiudrAgnnsansauna

122 ‘1/|8LﬁEJ‘LJﬂ’N?,JL?iEN?ﬂﬂ@ﬁ'Uﬂﬁiﬂ%}UﬂE\?Vjﬂﬂ%’ﬂﬁﬁﬂﬂﬁiﬂizLﬁ‘LJﬂ’JWﬂJLgad5’1uﬂ’13%ﬂ‘19’1ﬂ’3’1mj’u¢1\‘1ﬂa@@ﬁ&l‘?ﬁLU@% nzifounundesses
Savinenansisieluil

() Yuilssyarundss

(@) AreSunevesnnuidss

(®) Tomafiaziiniy

(@) ANTUUTRUNANITAL (Severity of the occurrence)

@) msdanseandes (Risk treatment)

@ Wearnudes Risk owner)

(@) A01UzYRINNSIANIIAMUEYY (Status of risk treatment) waz

(@) Anudssiimde (Residual risk)

94




1.n155zyuarUsziiiunnuideianaasinedu (fs)
1.3 n15UszLiutadlnd waz/vMIan1smaaaulanzszuu (Vulnerability Assessment and/or Penetration
Testing)

(% 1

1.3.1 f9atHun15UTEUY0nIv0aUNTNAAYNUIBNUYRSY kazrhenulassaiiugudAgnisansaumea

o

PNBIWNUNANNITUTMIANUELWRIMIENU LiaTrygndaumuAuiuatlasnduLazn1snIvAulagAsauARY

(n) dwsuuimsiddymheanuressy wasnbenulassaseiugiuddgynasaunadulussuumaluladansaumense IT (information Technology
system)

@) dmsuuinmsiiddymiienuressy uesmbsnulaseadeiugiuddymensaumadadussuuildmununiesdnslugnamnssumde ICS (Industrial
Control System)

1.3.2 aesnraaeulriulanveuisveinisuseiliutedniunas s1en1susenaunie:
(n) mMsUszsdumnusiunslaensievedlaas (Host Security Assessment)
() msUssfiunnusiunsUasnsevenadatne (Network Security Assessment) Lag

(M NInTREsUANNUAIUaRnAfEvedan 1UnuNITN (Architecture Security Review)

1.3.3 fp9n15Usedliugadnivasusn1sidAy e uuedsy wasniigulasE N augIud Ay asauna Weseygneounu

AudupsUaensaLarAIuALnauiagyinMmegeussuulalle 9 Ndouse WieAliunisdsuwdasssuuiididnle q Auusnisndfny
MILUTDeTT warndisulassaiaiugudmAgsasauna Mmavasundasseuuiidfey laun maialugaweundindu nsdy

WNATTUU hazn1sUSULUAgumAlulal .

1.n155zyuarUsziiiunnuideianaasinedu (fs)

1.3 N15UsEIAUYRAT Waz/%san1sNAEaULR1Z52UU (Vulnerability Assessment and/or Penetration Testing)
(CGh))

1.3.4 ATNTAUALLUNITNAGOUILITUY (Penetration testing) USN57dANYaIlATIATIINUTINE AN sAUmNA Lagianizd
\Wouraudwwesiin (Internet facing) TdenadoinusEAUTBIANUILEDS LATNASUIHANTENUNSDANMLEBIINANSINETTUUAILY

1.3.5 Aon 9@ uliulain e unTIN1TIAED UL T2 UL (Scope of a penetration test) SIUEIN1TNAGDULT IZULVBSLTEA LATOUE
wazuaUnALATUIRIUINSNAAYMLIBUYRIST uazrignulassas g i Ay sauna

1.3.6 msiasandfiunsneaeuiaizsyuvegitesmnile (1) assunnudnduiionsiadeunnugniesvesszuuinuauiuag
Uaandelauasveauinisfidfgniienuessy uasmhsnulassasisugiudfgnisasaume neuagyinismageuszuulminiens
wWaguwlasszuunddgy W lugalasu n138UnInszuy wasmsuSullasunalulad

1.3.7 fipansavaeuliiilainnmageulane sEUULALEMARB UL LT U (Penetration testers) A& TNAROUIRE SEULULLATIETS
fiugudAgyansaume Innssusesaglasulsenatletng (Accreditations and certifications) Mluisensulugnaivnssu uaziludasy
INTLUUNYNNSNAEBULINE

1.3.8 Apansvaeuliiilainnimegeuazssuunimualaggliusmmegeuianzssuulaganiunisnelinisguavesmeny
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1.n155zyuazUssiliuauideanaasiintu (6o)
1.3 N15UsEIAUYR9lAT Waz/9san1sNAEaULR1Z52UU (Vulnerability Assessment and/or Penetration Testing)
(siD)

1.3.9 fpsainenszuIunsveianuuazInn1sivtedlninseylunisussidiudednivaslunismageuians seuuiag
ATIADUITOININTTYVIMUALASUNITLA LU BE LT Ne

1.3.10 winld¥umsdesonn nnu. videdtnnu mhsmilasasiiuguddynsasaunadesdsdiuniey
asUnamsvedeuzszuuTeya degnitarsanlsiiuluaamnnm 56 msvssfiuanuidssnumsinueusiuag
Uasadelaues ludsdiinmnuneluaudu (30) Sundsfuusfuiidiidunsuduasamuiirmnfunes 54 wis
PEPRE VTR w%fauﬁgaﬁﬂmwﬁﬂﬁmhsmumqu%aﬁﬁuaua WeRfiun1sILNIngT 55 wimsyswsualRde

NUBWA JULUUATUTIENUNITATINEOU anwy. dvAmunsigazidentunsaiiuniseely
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1.n155zyuazyseliuaduidesianaasiinu (sa)
1.4 mM33an1sgiusnsateuen (Third Party Management)

1.4.1 fioe5uRnYeU (Responsible) wazin1se5uRnway (Accountable) Aiansauasny/anuiunsUasnsielaiuesvadlassaineiiugu
Weymsensaune uwiigliuinisneuenszmssniunule 9 Anuludwvesuimsiddgymienuressy wasmheanulaseEdng

o

Mo

3

°

ugmmﬁ’zymamiaumﬂ

=b

1.4.2 fosmuatermuasunusiunasadeluuefiteannrundssiiiedostunisidrfenseuiunisdafiu msfieans waznis
fidumsvadassaiaiiuguddymeasaumavesdlfuinismeuenludennasszdumslifuins (Service level agreement) 3o
Foulvwesdyaniugliuinisneuen Formunmseniladdwioluil
(n) Usxmmaaé‘lﬁﬁmimauam‘7iLsﬁqﬁw%’wé?{umaw‘%miﬁéwﬁ’mwmamwuaﬁg LLasmiammimaa%ﬁaﬁugmﬁﬁzymﬂaﬁaummmummﬁaamima
gifwvesesdnsuazlusindaundssiumsinumanuiunsasnselowes
() assnihilvesdlsiuimanisusnlunsuntesuimsiiddqmissnuresdy wasmhenulassedsiiugruddgmemsaunanndoaneamidlewes
() AnudesiiAtesiuuinsuasiilsgunundniue uas

(1) Avdrewmeauressy waenhsrilasaisiugiuddyasaundlunisnsageuanuduasasndelyuesvesgliuinisneuen

1.4.3 AYsRANTUNATNNTEUIUNITATIVAOUANINY AT IS sAeuenTdenndesiuterimuamuauiuaUaendelauasiu
Reulvvesdya Megradu NMInTIvdeulneyAnaTiany LaENIINTIIARUNENILN

1%

1.4.4 msisansiuassesesloulvvesdygyrddiiiuaenndosiunsainiidenmuaniaingmunevsedederulm o
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2. UIR5N1SUBINUAMULESIND1LLNATU
2.1 mimuqumﬂ%’ﬂﬁe (Access Control)

2.1.1 sipansvaeulinulainnisihiiausnsiiddgmiienuresy uasmhsnulas@adniuguddgmeansaunagndiialin
(n) yrans wazAanssuildFuounn ua

@) gunsal wardumesinlanlasuaugn

2.1.2 ludniRefumszwiiinelite 2.1.1 mheonuvessy weewhsnilasedaiuguddymeansaunadeshmusliudas
yAans Anssuuaznszuunsitldueunn Snslimadiamannadevavsiiaenndestuluslndarundssdunsinmanusiung
Uaendtlaiues (Cybersecurity risk profile) dwuusiazlnuansiindsuinsiidfgmionuvesiy Ll,awﬂ’aamuiﬂiaa%ﬁaﬁugm
dAgNNETaULIA

2.1.3 soufusnentuiinuesnsidnfeisnun (Logs of all access) arANUNIBUTIIMLATUNISIITIUINSNAAYMIIBVDIST Uay
whpaulassadsiugIudRgEsauna wazasvdeutuiinmaiiilonfanssuiiiednfidudszd aruadiauslunisnsiagey
JufinmainsaenadadiuaudnIaaLENLENaYBININTTUNITUIDIRING T

2.1.4 dpewvgeuliwiladnmsidifdumesimavesusnisiiddyvihenuuessy wavmhenulasaiiugiudfyneansauna
(19w USB, wesnaunsy) uazgnisitnfianvaedaeaiimsiivgualae
() vhneldmaguaresihenuuessy uasmirsalasaisuguddgmamsaumaiiiy way

@) swiunstuaaiun nduldle
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2. UIR5N15U2INUANNLEYIND1ALNATU (518)

2.2 myvilrszuuiinauudaunss (System Hardening)

2.2.1 éfaaa%f'mmmigmﬂﬂiﬁmumm%gwi"ﬂﬁmﬂmuﬁumﬂaamﬁa (Security baseline configuration standards)
dufussuuUfointg ueundindu wargunsnlinietneraunuesuinisiidifamineuuessy uasmtheay
Tssadeuguddymansauaiiaenndosiulusindaruissiunmsdnuenutuacaeadelowes
(Cybersecurity risk profile) v@auU3msndfgmieurediy LLawu':;m’mlmﬂa%ﬁaﬁugfmﬁﬁﬁymmiaumvﬁ

222 u1m3§mﬂWiﬁmumm%’juﬁwé’mﬂ’gmﬁuﬂwaaﬂﬁa (Security baseline configuration standards) a¥na13a
wdnmshearusiuacaondty eghatessreluil

(n) ﬁw%ﬁmﬂumﬂ%ﬁﬂﬁaaﬁ’qm (Least access privilege)

@ nswUaenuid (Separation of duties)

(@ nstaruldulevisanududounossianiu

@ msausadlilald

(@) msavuimsuazueundnduilidnu 1wy msauaeslniasiuazueunanduaiuayugliuinmsneuen

@ msUanesmaietnedldldldny

(@) nstesiulawas uay

@) nsuTuuTwerdwsuasunadausiunsasnievesruuagiuNIalla i gay




2. UIR5N15U2INUANNEYIND1ALNATU (58)

2.2 psvinlissuuiinuudeunse (System Hardening) (@)

2.2.3 fpswvgeuliwiladndnislduinsgiunisivuesdussuaiuiiuaslasnsie (Security baseline configuration standards)
muiseyld neunaziininddula 9 Weuse wiaulelinsiUfsuwlamsausulusnsid Ay iienuwessy wasniisulaseaing
Wugud Ay sEnsaumna

2.2.4 HRIRTINEDUNINTFIUNIIAMMUAAITUANUAINTIUAIUABASY (Security baseline configuration standard) vasu3n1sidAgy
MIBUYeIsy wasnisnulasaisuguddyneasaunag s Uasnila (1) A3 iieliuuladnuasgrumaildnsd
Usgdvsnmsiadeanmunislaues

'
A

2.2.5 Aadavinssuiumsdanisiuaeunuas (Change management process) Li@auIRLarATINAOUANNYNABIVEINTSIUABULUAS

LR~
o

sruuTiuaniseusnsiddgileuvessy warmhsnulassaiaiuguddgmeansaune

£
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2. UIR5N15U2INUANNLEYIND1ALNATU (518)

2.3 n1suyaunasseslina (Remote Connection)

2.3.1 sewvgdeuliwiladnnswensesseslnaanuaindausnisndfgnenuesdy wasmhenulassadanugiudAgnig
ansauwmeiinnsnsinwanuiuasasaiulguesnivssansnmiedesiuuasnsndumsiinfaelilasueugy s

2.3.2 dwfunsideusesyerlnafuuimsfiddgminenuuessy LLawu'ammimna%wﬁugwuﬁwﬁfqumiaulmﬂ AU URnuwLINA
UfThcwolul
(M Tunsaiuldld Wileldnunsdenseludwdennledsserlnalesndumindu
(@) lunsdfdululs Wmediansigadsanu (Authentication techniques) iilanusiunsuaensielunisas (Transmission security) uagawaLysalves
oAU (Message integrity) Tudaunss

(A TdnsdhsadwiunsdeuseinIatnevisnun 1wy https, ssh, scp WWudu

o

@ lieugwlideusiesserlnaainnsldrdassuu (Issuing system commands) Magderansenusenisaniun1suinisid1Aymiienuuesdy uay

mhenulassadsiiugrudfgnieansaund Guwsazldsuoyginegeinauieninaufeinisnegsne uag

& o w =

@ drianisinavesdeyawnizilsiduduiidnludmiunsdouse
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2. UIR5N15U2INUANNEYIND1ALNATU (58)

2.4 ?ial,ﬁu‘iiagal,wunamlﬁ (Removable Storage Media)

v =2 Y

2.4.1 spansivaeuliudlaindinsldnsmuauetadunnlunseusdede tuiinteyauuunenls wazaunsalnsuiamasiuunnmni (W

@

wauvie) fuuimsiidrfgndisnuressy wasnbenulassaseiiugiuddgmsansauna lngldunsnisegiedes dsll

() Tunsandfaiduliitaldnunesnnmsdendonisueniiaiun (9u wesn USB) Nsesiudietudinteyauuunenls uazgunsalnouiimosuuunnn uay
Unldnudednduwingu
@) ldetuiindeyanlasueuminmude 2.1.1 () Wiy uag

(A) aTRaeuhdetuiinteyauuunenliuazgunsalreuiameinnnvaualifidauasneuniasdendeiuuinsidfymiteuvessy uasrieau
lassasanugIudAy e saumne

2.4.2 soudsiiateyanazidengeuniavuavesuinsidrfgymihenuyessy uagmhenulasadeiugiuddyniansaumeuude
Guiindayauuunaale

2. UIR5N15U2INUANNLEYIND1ALNATU (518)

2.5 MIadanuaszriniiuanudunsuasndelaiuas (Cybersecurity Awareness)

2.5.1 seslianuddyiuununulunisaiseniniiuanuiuaslasnsioleues (Cybersecurity awareness) dwsuntingiu
ASumun wagdlviuinismeuenyaraiaufianunsaidiflasiaseiugudfgynisansaunals egralosazsiudsdwiolull

Aanssulianuunuaainsynuseian Lauwn

(n) wilnsulvd (New employees)

@) glduarseivuims (Users and management)

(M) Wwihilauayulassaseiugruddymsansauna wu glsnms IT uag ICS uay
) é’ﬂJ’lEJ @%’Umm LLawﬂﬁU%mi (Vendors, contractors and service providers)

o

(A) MINEUNTANUTURAYOUTBINGURAZUARAAINERUA M UNSShwAuduasUaendulauasuasuinsnddyiienuuessy uasmieaulasaiig
WUFIUEAYN AN TAUWA

@ nmnsgmininganeanuduanaendelaues ngsudeuulouts wulfiRunsgu wastuneuiientesiunisldn uasnmadrddasasanugiu
AN TAUNA kA

o

@) mi?iaaﬁa&maﬁ’nauaLLaxﬁuvhaﬁmamqmﬁamﬁm%’umm%'mmmmwﬁniﬁwummﬁumﬂaamﬁaﬁjLua% uazdoAnAUNSLEUDT HANTENU LAY
ANTUTINMINANTIENU
2.5.2 fomumunnuanilunisaiinseniniauanuduasUaenselewes egrsesUavnia (1) asa weliwdladnlomveuwnuan
fipaduagiunariinwaziBoninesdounnyay
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2. UINSNISUDINUAIULEDIND19SNATU (61)

2.6 msuustudaya (Information Sharing)

Fostmuntumeuiilentstutoya eatumansaififenfunnuiunsaendeluveiuas foanaumdavesluduiifetulasadg
fuguddgmisansauma uazanasmsussmiansenula q Asuiunisfleneuaussemsnisaiviesuanaudindnifuyanailady
wansznuvseoriatuld lisunansenuanmanisaififentuanutuasuaensitluueiviesuanauiunnutuasaonselsves
(1w {19 gFumniliuinsuiuinsiiddgmbenuvessy uazmhelasassiugudAgmisasauna wosidvosneuiunes
viesvuunaufiunesiisndufesdonsofuuinsfiddymicsnuressy uasmisnulasaiisiiugiuddymaansaune) el
ansoldinpsmstestuiisnduls

U8R dnuY. i mUATIgasden kI wargduuulunisudsdulunsduliunseely

3. 41AININTIVFBULALENTE INBANAIUNILYLUDS

3.1 MInssaunaziilsziafsanaunslyiuas

3.1.1 fp9as19NalNwaLNIEUIUNISLIND

o

(M) aRFumansaiiigtuaNuiualasndelauesnmuniiieatesiuuinsid Ay miieuuesy wasniisnulaseaing
NuUFIUdAYN A TAUNA

@) MsInlssmuagliasisimgnsaliiiediuanuiualasndslauesinsany was

(A) Nsszyndiseanaunaleeivsewgnsailifeiuanuiuasaendelavesnneitesiuusnsndfgmiienuressy wax
whsulasaiuguddynsasaunansell

3.1.2 AssafiunisnumunalnuaznszuiunsesstesUaznils (1) ase ieliuulaiinalnuaznszuiuniseng 9
gansiiuseaninmanuingUssasdnelade 3.1.1




4. I1ATINTHTYWMALBNNITATIINUABANAIUNILYLUDS

4.1 wnun1ssuiladeanatuniglaiuas

4.1.1 $38in139nY1 Foans Wndou numiu wazUsulawnunssuliadeanaumelsues aunssyliludssang
LU uRnissnwanudiuasasndeleues egradestazuila (1) ae weliwilaiununssuiiaduanaiuni
lawesanunsadtiunislaegediussdnsnimuasUssansng
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4. Y1NINITHIYLAAILBINITATIINUABANAINNSLYLUDS

4.2 LLNumﬁﬁamﬂum%zaﬂqm (Crisis Communication Plan)
4.2.1 fpsiniununsdeanslunngingaiienauauswiodngafiinanusnsaiiineatuautuaUaonieleues

4.2.2 sisnsvaeuliiuladnununisdeansluniizings:
(n) dadeiudoasiunmgdngaiteUaldnilutasings
(@) syanumsaliaesvamsaiiifsiuanuiunsasasislewesmdululduasumunsiidumsiiieades
(A) szyngudmneg wagdildlddudvdmivaniunsaisiasammnisaliiieafuanusiunsuaendeloesusazussiam

v o

@) szylavnuanuaridernaiunaiafivzduiunuresssdnsilionanuaaivdeniasu uas

Y

(@) szywnanWasy / YoanansNeunIIvIngax (Wi deruau uasludeailify) dmiunisimeunsdeya

4.2.3 sipsnsraaeulinilainununisdeanslunngingesinfsnsussanunuseninmnineiilasunansenuiive v
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